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Dear valued Bidder;

DENEL GROUP

Below are Questions and Answers raised by potential bidders and responses from Denel.

QUESTION(S) DENEL RESPONSE
As per tender document, to spec a FortiSIEM we do require the following:
* number of devices 33 server
e events per second per device TBD
e type of devices, for example firewalls, endpoints, printers, etc. Servers
Note:

Please indicate the devices and the quantity or fill the below:

Windows Domain Controller 24
Windows Application Server 0
Windows Exchange Server Logs 0
Windows IIS Web Server 3
Windows DNS Server 0
Windows DHCP Server 0
Windows Database Server 4
Linux Application Server 0
Linux Email Server 0
Linux (Apache) Web Server 0

must record the activity on the server logon/off, access,
changes to the file shares as well as config changes on the
servers
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Linux DNS Server

Linux DHCP Server

Linux Database Server

Other FSM agent features eg FIM

VMWare ESX Host

AV Manager / Vulnerability Scanner

Load Balancer/Web FW

WLAN Controller

Next Gen Firewall - Large

Next Gen Firewall - Medium

Next Gen Firewall - Small

Firewall - Large

Firewall - Medium

Firewall - Small

Network IDS/IPS - Large

Network IDS/IPS - Medium

Network IDS/IPS - Small

Web App Firewall - Large

Web App Firewall - Medium
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Web App Firewall - Small

Web Proxy

Network Switch Netflow enabled

Network Switch

Network Router

VPN (if not on FW)

Antispam/eMail GW

<custom-device>

<custom-device>

<custom-device>

<custom-device>
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AV on Server or Endpoint

We are working on the opportunity; may you please advice:

1. Do they want on prem SIEM or cloud based? On Prem
2. Do they want hardware or software SIEM appliances? Software appliances
3. IMPORTANT - in the back of the SIEM sizing sheet you need to indicate the data 2 years

retention time.
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Please assist and respond to the following questions regarding Tender:DG482/04/04/2024:

*  What s your average log aggregate size across all systems in scope?

* Are you looking for a Cloud based or On-premises or hosted solution?

» If opt for a hosted solution, are you okay with your logged data processed outside of
South Africa?

+ How many sites to you have in scope and what is the network speed in each site?

e Isyour site using VPN?

1lgb
On-premises
No only On-premises

7 sites, 100Mb
Yes




